~

\ \ Nsansuinnssudean Ui 8 avuil 2 nauaAN- dnAn 2568

nuIansiosAaunsaniuidoanvaunnssunitNNNAY
515y s loduadte Tulundswiauaus

Preventive Guidelines on Victimization of Crime
Disguising Within Donation on social media in
Chonburi Province
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Social media crowdfunding has significantly increased in popularity
because of Thai people's inclination towards performing charitable acts to
support society. In addition, it is convenient to conduct financial transactions
through Internet-based banking (E-Banking) and mobile banking. Hence, the
ability to make instant donations has gained significant prominence, especially in
Chonburt province, which exhibits high economic growth and extensive
crowdfunding activities. This research aimed to 1) investigate the patterns of
social media crowdfunding, 2) explore the accompanying crimes that emerged
within this context, and 3) propose guidelines for preventing crime victimization
in social media crowdfunding. In-depth interviews were conducted with 20 key
informants, including government officials, representatives of charitable
organizations, and members of the public. The results indicated that 1)
significant patterns of social media crowdfunding involved direct fund or asset
solicitation and fundraising, 2) major associated crimes in social media
crowdfunding included fraud, data manipulation and forgery, and white-collar
crimes, and 3) guidelines for preventing crime victimization in social media
crowdfunding were categorized into three levels: (1) Policy level, which included
amending the existing laws to regulate social media crowdfunding activities; (2)
Organizational and personnel level, which included enhancing incident reporting
efficlency and facilitating information sharing among government agencies, such
as a Big Data system; and (3) Individual level, which included regularly verifying
data accuracy, limiting news and information exposure time, and checking
information accuracy before sharing. Key recommendations included legal
amendments, personnel training, and public awareness campaigns to enhance
self-protection measures.

Keywords: Social Media Crowdfunding, Donation Scam, Cybercrime
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